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Objectives

* What is eSafety?

* Audit In the Home

» Feedback from Esafety Day in School
»» Esafety checks in your Home

s User Accounts and Log Ins

» ZIp It, Block it, Flag It

% CEOP and Thinkuknow resources

% Sources of help and advice



** What is E Safety?

¢ Your online world....
Your safety in it

* Using the Internet requires you to make decisions



Do You Have....
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E-SAFETY AUDIT

* What devices do you have in the home?

* What devices do you have that are connected to the
Internet?

** Where are they located?

* What old/unused/superceded connectable equipment do
you have?

** Where are they stored?
** Who has access to it?
** Who uses what in your household and where?



In Your Child’s bedroom, do
they have....
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APPROPRIATE ONLINE BEHAVIOUR
ONLINE WORLD AND REAL WORLD
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Feedback from Newick CofE Primary School
In school eSafety day

Fewer children than we normally see have technology in their bedroom

Some children have their own Youtube accounts and have seen nasty, offensive

comments

http://youtubeforchildren.com- from Feb 23 and Android Youtube App

Many Y3 students know their parents PIN other students know this and some

parental passwords

Students appeared unsure about what happens to their shared online images

Many students have same user name and passwords for multiple online

accounts- password tree?

Eg password= p@ssword, pa55word,p@55word etc

Y4/5 advised to google themselves for their own ‘digital footprint’

Many children are engaging in online games with people they do not know in the

real world. Some said they have been asked personal questions.

» Students did suggest they would know if someone was lying to them however
when pressed it was obvious they began to think about HOW they know

someone. Students were asked to think about ways in which they would know if

they were being lied to online.
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Schools ICT Services

E-Safety checks in your home...

Do you have a wireless network?

) Is it encrypted?

1) Who knows the access password?

« Do you have robust and regularly update anti-virus,
anti-spyware, anti-malware, and firewall products?

« Do you have any work/business information on your
home PC?

Do you use your own USB memory or flash drives?

« Do you have a social networking presence, and if so,
what does it say about you and your profession?



*» Children’s and young people’s digital life
“*Being a ‘good’ digital citizen not just a bystander

**4 major ISP Internet Service Providers covering 86% of
all Internet connections

BT,SKY, TALK TALK, VIRGIN MEDIA

*» ISP providers have now changed the visibility of settings
on new routers and active choices by the individual have
to be made to create ‘family friendly systems’

*»+ Splash controls on adult sites
¢+ Screen shot then report it- do not delete



“*Do you have individual user log-ons for each
member of your household?

*User Accounts- Is access restricted?



 ALL computer/connected technology costs money

 WHY would anyone invest £1000s and often far more,
and let you play with it for nothing?

» ASK yourself.... WHAT'S IN IT FOR THEM?

* Information IS money.



Schools ICT Services

« Children (and sometimes parents) really
think that....

* Their activities online cannot be tracked

* They are “fireproof”

* Problems only happen to other people

* Deleting a set of hasty messages Is often
the first action they take.



BLOCKIT

My name is “ZIP IT”. | remind you NEVER to
give personal information out over the
internet.

Hi. | am “Block It”. My job is to remind you that
you can always ask an adult to BLOCK
websites that you don’t like OR people who
are being nasty to you.

My name is “Flag It". | want you to make a
HUGE fuss if you are ever bullied online.




E-Safety- creating a safer world
(@ "N\
F CLICK CEOP
\ Internet Safety F,

CEOP “Report Abuse”




Additional Sources of Information
www.saferinternet.org.uk
http:thinkuknow.co.uk

http://ceop.police.uk
http://www.childnet.com

http://mumsnet.com

http//swgfl.org.uk/products-services/Online-safety-
services/e-safety-BOOST

https://www.iwf.orqg.uk
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« WHAT IS ON YOUR C DRIVE?

* IN the box marked “ALL OR PART OF FILE NAME”, you
can type ONE of the following, depending on what you
want to check.

« *]pg — brings up all photographs stored on the computer.
« *.doc - brings up all Word documents
« *pub — brings up all Publisher documents

* *.mvi — brings up stored movies — (please note there are
several movie formats)

e *wmv — as above, a movie file.



THANKYOQOU!
Christine Thompson
Schools ICT Services



